
Starting shortly, please wait!

Keeping your M&E data secure
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Presented by the ActivityInfo Team

All in one information 
management software for 
humanitarian and development 
operations 

Track activities, outcomes 
Beneficiary management 
Surveys 
Work offline/online 



Outline
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Confidential data 
protected from exposure 
to unauthorized parties 

Confidentiality
Prevention of 

unauthorized changes to 
your data 

Integrity
Ensuring data is available 

when needed to the parties 
who need it

Availability

What is data security?
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What role does the M&E professional 
play in data security?
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Planning M&E systems
 
Planning data collection

Sharing data with internal and external stakeholders
 
Communicating results



Emerging cyber threats
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Read more: https://flare.io/learn/resources/stealer-logs-and-corporate-access/ 

      Rise of “infostealers"

Malware 
software sellers

Attackers

Buyers

Your M&E Team

https://flare.io/learn/resources/stealer-logs-and-corporate-access/
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Impact on NGOs and M&E

108 users in 2024

76 databases

Source: ActivityInfo user accounts (as of 2024-09-07)
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      Insider attacks

In 2005, a local NGO staff 
member was fired, and using 
his credentials, deleted all his 
NGO’s reports in ActivityInfo.
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      Parties to conflict

2013, Syrian opposition forces and 
humanitarians targeted via Skype. 
Stolen data included:

Humanitarian needs assessments

Lists of materials for the construction of 
major refugee camps 

Humanitarian financial assistance 
disbursement records
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      Human error

“An email holding the 
private data of 8,253 users 
enrolled onto courses on 
immunisation went out to 
around 20,000 Agora users 
in late August [2019]” 

“This was an inadvertent data 
leak caused by an error when 
an internal user ran a 
report...”
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Understanding threats

Rise of “infostealers”

Insider attacks

Parties to conflict

Human error



Best practices



BASIC cyber hygiene

Enable 2FA everywhere you can

Use a password manager everywhere else

Anti-virus and anti-malware

Hard disk encryption

Lockscreen
https://www.activityinfo.org/support/docs/user-account/securing-your-activityinfo-account.html 

https://www.activityinfo.org/support/docs/user-account/securing-your-activityinfo-account.html


17

Enabling SSO in ActivityInfo



Social Engineering



Generative AI amplifies these risks
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Social Engineering Resistance

Training and awareness 

Check the sources!

Confirm through an 
additional channel

Don’t rush it!

https://phishingquiz.withgoogle.com/ 

https://phishingquiz.withgoogle.com/
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Physical security in the field

Determine risk acceptance

Plan ahead

Identify risks

Go/No Go

https://www.activityinfo.org/support/webinars/2023-03-16-device-security-in-the-field.html 

https://www.activityinfo.org/support/webinars/2023-03-16-device-security-in-the-field.html


Best practices for 
configuring data access



Least privilege
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Best practices for designing roles

Employ the Principle of Least Privilege as a rule

To maintain integrity: consider whether users 
really the need the ability to Edit or Delete 

To protect sensitive data: be careful with Export 
and Publish permissions

Grant User Management operations selectively

Design roles with narrow user permissions 



Record-level permissions
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Policies & Procedures



An information security management system (ISMS)
is a set of policies and procedures for systematically managing an 
organization's sensitive data.

The goal of an ISMS is to minimize risk and ensure operational 
continuity by proactively limiting the impact of a security breach.
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Data inventory map

Access reviews
 

“Quick win” controls
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● Spreadsheet with a list of all data you collect and retain

● Personally-identifiable information?

● Where/with whom is it stored?

● Shared?

Data inventory map
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● Pick a frequency: monthly, quarterly

● Put an hour in your calendar to review permissions in all of 
your M&E systems

● Optional: track the number of corrections you have to make 
each time.

Access reviews



Weekly risk report
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Thank you!
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Contact us for a demo or more 
information about using ActivityInfo
https://www.activityinfo.org/about/contact.html 

Brendan O’Neill
Commercial Director

https://www.activityinfo.org/about/contact.html


https://cpb.ngo/nonprofits 

https://cpb.ngo/nonprofits
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Questions?

Follow us:
LinkedIn page: https://www.linkedin.com/showcase/activityinfo/
LinkedIn group: https://www.linkedin.com/groups/5098257/
Twitter: https://twitter.com/activityinfo

https://www.linkedin.com/showcase/activityinfo/
https://www.linkedin.com/groups/5098257/
https://twitter.com/activityinfo
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Upcoming webinars

ActivityInfo for Monitoring 
& Evaluation [Arabic]

OCT 24

ActivityInfo, One 
Platform for the 
Complete Global 
Program Data Lifecycle

NOV 13

Data privacy laws in 
Monitoring and 

Evaluation

NOV 21


